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1.0 Introduction

This document will guide you on how to use NetiDgfital Signer. This document consists of 2 parts:

1.1  Introduction to Netrust Digital Signer Key Features
The Netrust Digital Signer key features explain ginaphical user interface and the functionalityeath individual

component.

12  Step By Step User Manual Guide
The Step by Step User Manual Guide provides inftionésteps to allow you to fully understand howise Netrust
Digital Signer

20 Installation

Please refer to the Installation Guide found inNte¢rust Digital Signer Installation CD or you cdownload from
https://www.netrust.net/downloads/public/NDS%20atistion%20Guide%20Corenet%20Ver3.3.pdf

21 IPsand Ports Required
Please ensure the following IPs and Ports arelnoktby a firewall when using Netrust Digital Signeith internet

connection.

V7 Certificate 67.205.119.196:80 203.116.162.138:829  203.116.382/09 | 203.116.162.168:38

}

3.0 Notations

[Button Name] : Name of Button
{Area Name} : Name of Area

<Form Name> : Name of Form
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4.0 Introduction to Netrust Digital Signer key fgiags
4.1  Netrust Digital Signer Lay-out
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1 | {Folders Area}

This area allows you to navigate through differéokder of the

computer system.

2 | {Files Area}

This area lists all the files in the selectediéal

3 | {Action Bar Area}

This area displays all the action buttons to penfall the required

action. Action buttons functions will be describbeSection 3.4

4 | {Work Area}

This area lists all the selected files ready t@hecuted by the require

action. (e.g. Signing, Verify)

o

{Signed/Extracted

File Details Area}

This area displays the information of the files ttHzave beer

signed/extracted in the Work Area.

6 | {Signer(s) Infomation Area}

This area displays the signer’s information, datel dime of the

digitally signed file(s)

7 | {User Infomation Area}

This area displays the signer’s token informatiod expiry.

4.2  Netrust Digital Signer Action Bar

- F 4 E N . - < - Log
2 1 || .? 2 || o€ ? .) -
=] B a4 7 = x i = I InfToken
Refresh Sign Extract Verify Remove Clear All Preferences| Help About details

@@@@@@6@6@ ©

1 | [Refresh]

This button allows you to refresh the view of ffa@ders and Files Area.

2 | [Sign]

This button allows you to digitally sign all théefjs) listed in the {Work Area}
An error will occur when
1. Nofilesis in {Work Area}

2. No Token inserted

3 | [Extract]

This button allows you to extract the signed fjjdisted in the {Work Area}.
An error will occur when:

1. Nofiles is listed in {Work Area}

2. A non-ENT file is listed in {Work Area}

3. The ENT file is corrupted

4 [Verify]

This button allows you to verify the signature(§}e selected signed file(s) liste
in the {Work Area}
The button will be disabled when:
1. No file from {Work Area} is selected
2. A non-ENT file is selected
An error will occur when
1. The ENT file is corrupted
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This button allows you to view the file(s) listadthe {Work Area}.
The button will be disabled when:
5 | [View] 1. Nofile from {Work Area} is selected
An error will occur when
1. The ENT file is corrupted

6 | [Remove] : | This button allows you to delete the selectez($i) listed in the {Work Area}

7 | [Clear All This button removes all file(s) and contents listed the {Work Area},
ear
{Signed/Extracted File Details Area} and {Signer(sformation Area}

This button allows you to view the help required.

9 | [Help] . I .
<Help> form will be describe in Section 3.3.4
This button allows you to view Netrust Digital Segrinformation.
10 | [About] . o .
<About> form will be describe in Section 3.3.5
11 | [Exit] : | This button will close the application.
12 | [View Token Details] | : | This button allows you to read your token infotima. (e.g. token expiry date)

4.3 <Preferences> Form

L} Digital Signer Preferences

Login Preferences

Change Password ] 4@

[fou will have to re-enter your orginal password.)

Signing / Bxtraction Options

Signed/BExracted Files Location

() Select a folder before every "Sign” or "Exract operation ( : )

() In an "ent" folder at the same location as the original file

{(¥) Put the Signed/Bxdracted Files in the following folder.

@—[ 0K | cancel | @

1 | [ch p dl This button allows you to change your token pasdwor
ange Passwor
’ <Password> form will be describe in Section 3.3.3

2 | {Signing/Extraction Options} | : | This option provides 3 ways of storing the outfiles.
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Storage Option:

1. A file dialog will be prompted for user to seletbisge
location every time [Sign] or [Extract] is presséd
<Main> form
The file will store in the same folder as the argjifile.
User to specify the default location he wants tyesthe

files

This button allows you to select your preferreddésl to store the

3 |[..] output files if you have chosen the optidtut the Signed/Extracte
Files in the following folder.’
This button will save the preferences specifichi@a Signing/Extraction
4 | [OK] Options.
An error occur when:
1. The textbox is blank
5 | [Cancel] This button will close the <Preference> form
44  <Password> Form

! Change Password E]

Criginal Password

Mew Password |

Corfirm Password

0010,

O—=

Cancel | —@

Original Password

This textbox allows you to enter the original p&erd of your token.

New Password

This textbox allows you to enter your preferreggword for your token.

Confirm Password

This textbox allows you to re-enter your prefdrpassword for your token.

Al W N P

[OK]

This button will save the new password for yaken.
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An error occur when:
1. The original password differ from the one in thkeo

2. The desired password and the confirmation passuliffiets

[Cancel]

This button will close the <Password> form.
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45 <Hep>Form

L} Digital Signer Help ['E
HE|p Links Email: customersupport@netrost net, Help Cesk  H5 62121388
User Manual : ‘hittps: Mwsrw, netrust. net/corenet/downloads/MNDS userManual pdf

TroubleShooting Manual ©  https: Mwww. netrust. net/corenet/downloads/MNDS troubleshoat. pdf

FAC https: M. netrust. net/corenetfac. php

Metrust Office Location hittps: M. netrust. net/contactus. php

o 1O

1 | {Digital Signer Help} | : | This form displays all the helpful links required

2 | [Exit] : | This button will close the <Help> form.

4.6 <About> Form

About Netrust Digital Signer B x|

Praduct Marme: Metrust Duigital Signer
Yersion 3.1

Copyright(c) 2008; Metust Pte Ltd
Compaty Mame: Metrust Pte Ltd,

YOU CAN BE SURE

1 | {About Netrust Digital Signer} | : | This form displays the Netrust Digital Signerdrmhation.

2 | [OK] : | This button will close the <About> form
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5.0 Step by Step User Manual Guide
51  Sign File(s)

=

-l Netrust Digital Signer ver. 3.0

Folders

& ' My Computer a2 rd £l . > 2 s& - H

# %) My Network Places ) <= L v [ : = ! -
# Recycle Bin | Refresh Sign Edtsact ¥ View Remave Clear &1 Preferences Help Ahout Exit
%/ Recy
:j #05 Work Area /_\ Signed/Ewtracted File Details Area
= EESP Installation Guide PDI e...  C:\Documents and Settings' 176 H
g SR e joc_C:ADocuments and Sefiingshélerand . 0KE
[ ent : s Sign
I2) ESP_91_win32_install

® ) LDA

5 LTA Test
Manual |
NDS 3.4 & Server signing ar |

Wiew File

£ Daily Dperations - —
= DONE File Mame  File Path 4 File! | File Mame File: Path Signing Time | Size |
|5 EESP Installation Guide | InterOper.. C:\Documents and Set . 124
Server d Rand...
N

NDS E4bit Remove Selected Item)
1) NDSWBes-EESP doc for edi Clear Work Area and SignegiExtracted File Detals Ares

® [ NDS Test |

o MRELD 059 K o
g | |
Files
Name L] | @
= Netrust_doc Signeifz] Infarmation

= Netrust2.doc:

User Information

I T
Details
2 3l Cottficats Expiny: N
Step 1 : | Select target folder from {Folders Area}
Step 2 | Select target file(s) from {Files Area}
(Optional) | : | Repeat Step 1-2 for files in different folders
Step 3 | Insert Token into the USB port
Click on the [Sign] button located on the {ActiomiBArea} OR alternatively you may right-cligk

Step 4 on the {Work Area} and select tigignfunction

Token Login P
e . @
k. | Cancel |
Enter your Token Password
Step 5 . . o
Note: The Password 8ase-Sensitiveand valid for onlyL0 consecutive tries
Sten 6 Click on the [OK] button( if your token expiry igar , a notification will be shown to you and steps
te
P to renew the certificate will be available too.
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5.2  Extract Signed File(s)

=

1} Netrust Digital Signer ver 3.0
Folders

O e =S R ML S
= o E| ]
# %) My Network Places e | -
| Refresh Sign Extract i V\%REH’\DVE Clear &l Preferences Help About Exit

2 Recycle Bin

G A ] Wtk Ares J A/Edracted File Ditals s
® |5 Daily Operations Piidcid 3 e
|03) DONE | File Mame | File Path \ Marme File Path Signing Time  Size
| InterOper... C\Documerts and Seffings\Alexand.. 1241

|5) EESP Installation Guide
|5) EESP Installation Guide PDI

Serverde..  CADocuments and Settings\Alexand. 176 H
Nel Cibocuments pid Setttigrvcleand.. .. KA

- i | |

..:_=| ELS Quaterly Report %] e e
2 ent i Sign
=) ESP_91_win32_install - -
@ |.'_=| LOA Extract Criginal File A & |
) LTA Test R
[Allows you ko extract the signey” Nl in the Wwork Area. |

123 Manual
® [3) NDS 3.4 & Server signing ar

[ |5 NDS B4bit | Remove Selected Ttem(s)

[ NDS -EESP doc for edi Clear Wark Ares and SignediExtracted File Detalls Area
[# |5 ND5 Test
v
Files -] :
Name Signerfs) Information
etrust.doc |

etrust2.doc

IO,

User Intormation

L Token Info 2 Token present
0g

IniToken Logged InUser = HA

Details

Cetificate Expiny - MA

Step 1

Select target folder from {Folders Area}

Step 2

Select target ENT file(s) from {Files Area}

(Optional)

Repeat Step 1-2 for files in different folders

Step 3

Click on the [Extract] button located on the {Acdti®ar Area} OR alternatively you may righ

click on the {Work Area} and select thextract Original Filefunction
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53  Verify Signed File

2

A} Netrust Digital Signer. ver 3.0
Folders
# () Daily Dperations ~ =) \_:’_ =) o ? . — A
=) DONE - 1 | s
B~ Clesr Al Preferences  Help About Exit

|5 EESP Installation Guide Refresh Sign Exdract Werity 5@

53 ELS Quaterly Report (ot aes o 4 JieDetss Area

[ uaterlly Repot | ————— | M A

= ent File Name | File Path F| ‘ File File Path Signing Time | Size

(=) EESP Installation Guide PDF to DI
(= ESP_91_win32_install Netrust.doc  C:A\Documents and Settingshlesand.. 0
sowa CMR - TP C\Doggnenis and Seltia 4 4
|25 LTA Test / -
=) Manual
# | MDS 3.4 & Server signing and ¥eri
® [5) MDS B4bit
|5) NDS docs-EESP doc for edit V<
& [5) NDS Test files [Allows you to verffy the signatwets)/ Nd files(s) listed in the Work Area, |

® 5 NDSv3.0 [32 bit] Remove Selected Ttem(s) w
# |) NDSv3.0 (64 bit
2D e Dl it] Clear Work Area and Signed/Extrad ietails Area

& |3 SafeM efghuthentication Client 8.1
& |3 Unused De3kop S| |
3 uol v
% 1 >
|

Files 1P | SMIE: | &
Name Size -

Clipboard on the Clipboard toalbar,

Verify Signature -

Signer(s] Infarmation

| & Appraisal attachment doc. - 17 KB
| & B4 Photo.JPG.ent 2,138 KB
| CHR - TPC.txt.p7m 4KB
|28 Netrust-wN zip.ent 602 KB
| & Recovery 13Mar2013.do... 15KB
| & Starhub Expirysgs. p7m 18KB

User Infarmation

L Toker Info : Taoken present
0g
\nfToken | Loggedinlser < NA
Details
Certificate Expiry ;- HA

Step 1 | : | Selecttarget folder from {Folders Area}

Step 2 | : | Selecttarget ENT file(s) from {Files Area}

Step 3 | : | Select afile to be verified from the {Work Area}

Sten 4 Click on the [Verify] button located on the {ActidBar Area} OR alternatively you may right-clig
te
P on the selected file and select Werify Signaturdunction

=



Netrust Pte Ltd n

YOU CAN BE SURE

54  View Signed File

=

- Cliptioard on the Clipboard toalbar,
L} Netrust Digital Signer ver 3.0
Folders oK
- 7 - - & - = i
o s 5 [@) 2 (2 [BA B\ = 1) (1B
(=) EESP Installation Guide Refresh Sign Extract ‘erify View Rem}v\ / N\ e b About Exit
|2) EESP Installation Guide PDF to DI Signed/Estract
|2 ELS Quaterly Report R PIIRERtEaGIe 4 REAS
= ent File Path F| ile Mame Fil Sigring Time | Size
|55 ESP_91_win32_install Netrusth... CiDocuments and Settingsidlexand...  BL
= LOA - NetrustZ dwgrC: \Documents and Settings\Alesand... 8 |
) LTA Test
) Manual o
# [C5) NDS 3.4 & Server signing and Veri ILiEe:
® [C5) NDS 64bit YerTy signature
..:_=| NDS docs-EESP doc for edit ‘ View File |
[ |5) NDS Test files -
[ [5) NDSv2.0 (32 bit) Hallows you to view the signed Fils{s) listeslin the %
® I5) NDSv3.0 (64 bit) Clear Work Area and Signed/Extracted File Dear{
[ |5) SaleNgk Authentication Client 8.1 4
@ |5 Unuse top i
= um ¥
L 1 ¥
Files % | 3| & | 3
Name Size Type| _ G =
fe Y 1s Sigrer|s] Infomation
| & Appraisal attachm... 17KB  Secu
Lﬂ B4 Photo JPG ent 2138KB Secu|
|8 CHR - TPC.tat.p7m 4KB Secw
& Netrust-wN_zip.ent B02KB Secul
| 8 Recavery 1 2. 5KB Secu
| Starhub Expiry. xls.> B Secul
Uzer Infomation
L Token Infal . Token present
0
InJTnlgmn Logged InUser : NA
Details = .
¢ = Certificate Expiry: NA

Step 1 | : | Selecttarget folder from {Folders Area}

Step 2 | : | Select target ENT file(s) from {Files Area}

Step 3 | : | Select afildo be viewed from the {Work Area}

Click on the [View] button located on the {ActioraBArea} OR alternatively you may right-click @
Step 4 ] ) i i
the selected file and select tiew Filefunction

S
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55  Change Token Password

0 EESP uide

() ELS Quaterly Roport

Caent

(5 ESP_S1_win32_install
3

e [ 1 3| |@i ) @

| Signets) Intomation

 Tokenpresent
NA

Centficate Expiys: HA

Step1 | : | Click on the [Preferences] button located on{thetion Bar Area}

1} Digital Signer Preferences

Login Preferences
Change Password  [———|

{You will have to re-enter your original password )

Signing # Bxtraction Options
Signed/Exracted Files Location
() Select & folder before every "Sign" or "Extract operation
() In an "ent” folder at the same location as the original file

(%) Put the Signed/Exracted Files in the following folder

| [=

Step 2 | : ‘ Click on the [Change Password] button

1} Change Password

!

Qriginal Password ||

Confirm Password |

(4
@—b[ ok ][ canca | e

New Password |

111

Step 3 | : | Enter yourcurrent Token Password

Step 4 | : | Enter youlNew Password

Step5 | : | Re-enter youNew Password

Step 6 | : | Click on the [OK] button
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56  Preferences Setting for Signing/Extraction Option

1 Netrust Digital Signer ver 3.0

5 Manual
# 53 NDS 3.4 & Server signing and Ver.

5 NDS docs-EESP doc for edt ¥
>

Tokeninfa Token precent
Lopged nUser - NA

Coricae Expiy A

Step 1 : | Click on the [Preferences] button located on{thetion Bar Area}

1} Digital Signer Preferences

3

Login Preferences
Changs Passward
(You will have to re-enter your criginal password.)
Signing / Bxtraction Options

Signed/Extracted Files Location
O Select a folder before every "Sign” or "Exract” aperation

(@ Inan "ent" folder at the same location as the orginal fils
C Y@ Put the Signed/Extracted Files in the following folder.

3

Choose your preferred option for storing your otiffas after signing/extracting

Step 2 Note: If the third option is selected, a Dialog bwitl appear automatically for you to select t

preferred folder to store your output files aftgning/extracting (Refer to Optional)
Step 3 | : | Click on the [OK] button

EX Digital Sig 2153
Login Frefere
Char
tYour| [T Deleon ~
153 My Documents E
Signing ¢ Ext J My Computer
- \-j Lﬂ:[:;tgw;;kp\aces
|2 A1754-00008-2004-BP01
O 15 AgencyUEIDataConversionPlanTemplateandT
® ) BCA
uf_l BCA Enquiry ) - l"l
Sl ] )
2 e ]
(Optional) . ) o )
: | Choose your preferred folder for storing yourpuuitfiles after signing/extracting
Step 1

Step 2 : | Click on the [OK] button




